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Abstract:
This Extended Project Qualification investigates whether 
machine-learning-based anomaly detection systems 
introduce greater operational risk in automated smart 
grid protection controllers, that is, in latency and false-
positive circuit-trip rates, than traditional regex-based 
and signature-based filtering. This project compares three 
detection methods, including Snort-based rule filtering, an 
Isolation Forest classifier, and an LSTM Autoencoder using 
a primary data based on an analysis of the bachirbarika 
Power System data, a testbed PMU and SCADA dataset 
consisting of 78,369 rows and 15 different attack scenarios 
with assistance provided by a review of peer-reviewed 
literature. Findings indicate that ML-based algorithms 
identify a significantly higher number of attacks compared 
to Snort in a setup where the attack is shown as a physical-
state anomaly, not as an event on the network layer, but 
at the tradeoff of introducing a quantifiably higher false 
positive rate and, in the case of the Isolation Forest, a very 
great curiousness of inference. LSTM Autoencoder has a 
more refined portrait with similar accuracy on detection 
at a lower latency to the baseline of the rule-based. The 
findings indicate that hybrid-based approach to architecture 
should be suggested, where rule-based filtering is applied 
to address the time-sensitive deterministic checks, and 
the ML models give the context-driven anomaly analysis 
on both the SCADA and the wide-area layers. All the 
differences in the latencies were statistically significant, as 
tested with Mann-Whitney U at p < 0.001.
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1. Introduction
The electrical power infrastructure is generally perceived 
to be the most significant section of infrastructure that 
underpins the present-day society. It maintains hospitals, 
water remedies, and financial frameworks in addition to 
communications systems due to its robust functioning. 
Due to the upgrades of the twentieth-century analogue 
transmission infrastructure to the digitally instrumented 
smart grid, impressive efficiency advantages have been 
achieved: real-time demand balancing, integrated renew-
able provision at a distributed scale, self-healing switch-
ing, and metering at the household level in granules. 
However, it is the very same digital communication fabric 
which makes these things possible that also increases the 
size of the grid attack surface and allows new classes of 
fault condition to be generated that have never been engi-
neered to be detected by legacy protection frameworks.
Historical grid protection was based on physics-based 
relay logic: overcurrent, impedance, and differential re-
lays which delivered deterministic tripping signals tens of 
milliseconds after an out-of-limit situation was detected. 
Where the software existed, controlled it was deliberately 
a simple matter: hard coded threshold comparisons and 
pattern matching rules similar to modern regular expres-
sions. This was simple a conscious engineering virtue. 
The system behavior could have been tracked, audited 
and certified against a protection standard, including IEC 
61850 and IEEE C37.90, under any possible input to the 
system.
The amount and type of information passing through 
the control plane has also increased by several orders of 
magnitude due to the increasing interconnections of smart 
grids, associated with the integration of SCADA systems, 
Advanced Metering Infrastructure, Phasor Measurement 
Units and Internet-of-Things edge devices. A complex 
attacker investigating a contemporary grid may devise at-
tacks that pass simple threshold checks or signature filters 
and cause physical effects. The failure of a sensor to work 
in a new mode, or the simultaneous injection of false data 
to the state estimator by an e-mail campaign can generate 
data distributions never considered by any human engi-

neer in writing the initial set of rules.
The opportunity presented by machine learning responds 
to this issue. Normatively trained algorithms can come to 
understand the statistical fingerprint of normal grid behav-
ior and indicate anomalies based upon the difference be-
tween actual state and normal state, without enlisting the 
interest of an engineer to explicitly list all possible failure 
modes. Isolation forests, autoencoders, long short-term 
memory networks, and one-class support vector machine 
have all been suggested and displayed in grid-related 
studies. But machine learning is not free of operation cost. 
The use of neural networks and ensemble approaches is 
computationally and time-consuming. They have time 
variability in terms of their inference time that varies on 
the complexity of the input, the model architecture and 
the host processor computational state. A variable-latency 
decision engine is an important safety issue in a protection 
device which must provide a trip signal within 80 to 100 
milliseconds to meet the wide-area protection require-
ments.
The core research question that can be formulated as part 
of this project is as follows: Does machine-learning-based 
anomaly detection lead to an increase in the risk of sys-
tem latency and false-positive trips of automated smart 
grid controllers with machine-learning-based anomaly 
detection as opposed to traditional regex-based filtering? 
The research is based on the primary data analysis of the 
bachirbarika Power System dataset - publicly accessible 
PMU and SCADA testbed dataset containing real Snort 
IDS logs and systematic search of the secondary literature 
by the IEEE Transactions on Smart Grids, Energies and 
ICS security conference publications.

2. Background and Context

2.1 Smart Grid Architecture and the Data It 
Produces
A smart grid comprises of sensing, communication, com-
putation and control in the regular electricity distribution 
(Farhangi, 2010). intelligent electronic devices at the sub-
station level, current and voltage waveforms are measured 
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and tripping commands are sent to a circuit breaker when 
they surpass some predetermined limits. These IEDs are 
based on the IEC 61850 standard, which defines the data 
models, as well as defines the communication protocols 
of automation of substations. At the supervision, Remote 
Terminal Units combine field equipment status informa-
tion and commander messages to the field with the control 
center using SCADA protocols. On the wide-area scale, 
Phasor Measurement Units measure voltage and current 
phasors at rates of 30 -120 measurements per second and 
send them to IP networks to control center, which allows 
real-time state estimation over geographically dispersed 
buses.
The one used in this study represents the PMU and SCA-
DA layer. There are 116 physical measurement features in 
each row, each a four-relay physical measurement (voltage 
phase angles, voltage magnitude, current phase angles, 
current magnitude, frequency, frequency derivative, im-
pedance and relay status). Relay log columns showing 
whether each relay gave a relay signal, and Snort log col-
umns showing whether the network-layer IDS detected a 
packet anomaly are also included in it. This structure is 
very similar to the data environment of an actual grid con-
trol center and makes the dataset specifically suitable to 
compare detection methods based on other data layers.

2.2 The Latency Constraint in Grid Protection
The grid protection standards put rigid time criteria on 
protectors. Wide-area protection systems are required by 
IEEE C37.118 to satisfy a 80-100 milliseconds time range 
for a full cycle of decision making, measurement to trip 
command. Protection At the IED level, distance protec-
tion and differential protection systems have to operate in 
20 to 40 milliseconds to avoid communications of faults 
to neighboring circuits. Any system of anomaly detec-
tion in the protection chain has to be within the limits of 
these budgets, at best only a few tens of milliseconds are 
available to the detection decision itself after the delays of 
communication and actuation of breakers are deducted.
It is a great challenge to ML-based methods with this lim-
itation. The time required to run an inference on a neural 
network or ensemble model is variable: it relies on the 
number of features, model architecture and computational 
load on the host processor. Resource-constrained devices 
contained within IEDs and RTUs are normally specifi-
cations-typed years or decades ago with clock speeds 
much less than today's workstation hardware. The infer-
ence latencies of neural networks recorded by Bernieri 
et al. (2019) on ARM Cortex-M processors represent of 
deployed RTU hardware were between 15 to 45 millisec-
onds, which is a significant portion of the protection time 

budget.

2.3 The False Positive Problem and Its Conse-
quences
A false positive alarm does not just mean an inconve-
nience in grid protection: it may involve direct physical 
damage. When an anomaly detection system co-culmi-
nates in an act of protective relay in response to a non-de-
teriorating state of operation, the ensuing unplanned 
outage of the circuit redistributes to parallel circuits. In a 
meshed transmission network that is near its thermal lim-
its, such redistribution may cause parallel circuits to enter 
their respective protective limits, resulting in sympathetic 
tripping and triggering a cascade. The root cause of the 
North American blackout of 2003 involved a software er-
ror that blocked alarm information to the operators, initial 
line trip and later spread to over 55 million people in eight 
states of US and two provinces in Canada. No detection 
system used in the protection chain should just be consid-
ered based on the capacity to only raise warning indicators 
of actual faults and intrusions, but its likelihood to raise 
indication of normal operations as suspects.

2.4 What the Dataset's Attack Scenarios Repre-
sent
The data in this project was obtained by researchers of the 
Mississippi State University in cooperation with the Oak 
Ridge National Laboratory using a power system testbed 
and published in April 2014. The testbed is a model of a 
real-life electric transmission network simulating its set 
up, which forms the most significant part of the attack 
manifestation in the data.
The network includes two power generators, G1 and G2 
which feed a transmission system supervised by four 
Intelligent Electronic Devices, denoted with R1 and R4. 
Every IED is programmed to make one circuit breaker, 
BR1, BR2, BR3, and BR4, and R1, R2, R3, R4 operate. 
The breakers are connected by two transmission lines, the 
first one is Line 1: BR1 to BR2, the second one is Line 
2: BR3 to BR4. The IEDs are designed with a distance 
protection scheme that causes the controlled breaker to 
automatically close in response to the fault indication in 
the measurements of the line impedance. Most important-
ly, the IEDs do not have any internal validation logic to 
differentiate between real faults and fault signals that have 
been injected artificially, i.e., a successful false data injec-
tion attack which plays with the impedance measurements 
that a given IED will see will result in that particular IED 
issuing a real trip command. The operators may also place 
commands by hand to each of the four IEDs to either trip 
or close their individual breakers, this is to facilitate main-
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tenance operations that are reflected in the log columns of 
the control panel of the dataset.
Each of the fifteen CSVs includes measurements related 
to 37 different power system event scenarios which have 
8 Natural Event scenarios, 1 No Event scenario and 28 
Attack Event scenarios. This structure is reflected on the 
ground-truth marker column. The data set was generated 
by taking a random sample of the original testbed record-
ings at 1 percent so that the data is now a row, one sam-
pled snapshot of the system rather than a time series. The 
columns average the columns as the Snort logs of true 
IDS alarms recorded during the testbed experiments and 
give out an authentic detection baseline on the rules.

3. Literature Review

3.1 Traditional Regex and Rule-Based Filtering
Rule-based filtering, in the context of grid control sys-
tems, can be generally understood as any pattern matching 
and threshold-based techniques of anomaly detection. It 
includes literal regular expressions used on structured log 
data, Snort-style IDS signatures used on network traffic 
and fixed-threshold alerting used on number telemetry 
streams. The similarity here is that decision logic is ex-
plicitly coded by a human expert and it can be read in en-
tirety at the time of inspection.
The main benefit of the rule-based approaches is the 
determinism. When the same input is inputted in a rule-
based system, the system will give the same output every 
time. This predictability is needed to certify safety and 
perform forensic analysis in the event of an incident. The 
capacity to prove that the protection logic is operating as 
specified is not optional in the regulatory environment that 
is regulated by the NERC CIP standards or the EU NIS2 
Directive. One of the first attempts to thoroughly examine 
the security consequences of deploying smart grids in re-
lation to cybersecurity was made by Amin and Wollenberg 
(2005), who observed that a good portion of initial SCA-
DA security deals were effectively dynamic packet filters 
at the network layer.
Nevertheless, Mo et al. (2012) have proved that advanced 
attackers have a way of developing an attack that clear 
the signature-based filters yet cause harmful alterations of 
state within the grid. Notably, Liu et al. (2011) formalised 
this threat by demonstrating that false data injection at-
tacks can be constructed to corrupt power system state 
estimation while passing conventional bad data detec-
tion algorithms, highlighting a fundamental blind spot in 
rule-based approaches. Another weakness of rule-based 
designs is their maintenance cost: rule sets need to be 
edited by hand as the topology of the grid changes. An-

other weakness of deployed ICS security systems that was 
widely reported by Igure et al. (2006) in this case is the 
use of outdated signature sets. These constraints work to 
encourage the exploration of ML-based alternatives.

3.2 Machine Learning-Based Anomaly Detec-
tion
Using machine learning to detect anomalies in cyber-phys-
ical systems has been improved at a truly breakneck pace 
since around 2014 due to better algorithm design and the 
existence of labelled industrial datasets. The grid context 
has a number of paradigms applied to it.
The isolation forests suggested by Liu et al. (2008), and 
they are ensemble techniques that determine outliers by 
the recursive division of the feature space through random 
splits. As anomalies are statistically rare and structurally 
dissimilar to a typical sample, they are more likely to be 
segregated in fewer partitions, therefore they also have 
shorter path length(s) to the root. This method is calcula-
tionally efficient compared to density-based methods and 
does not assume how the normal data are distributed so 
it is behaviorally adaptable to multivariate grid telemetry 
where there is a complicated and non-stationary relation-
ship between measurements. Autoencoders are unsuper-
vised neural networks trained to reconstruct their input 
through a compressed latent representation; when trained 
on normal operating data, anomalous inputs produce ele-
vated reconstruction error that serves as an anomaly score. 
Sakurada and Yairi (2014) demonstrated this principle 
for fault detection in engineering systems, and the meth-
odology has since been adapted widely for power system 
anomaly detection. LSTM networks extend this capabil-
ity to sequential data by learning temporal dependencies 
across time steps, making them particularly suited to the 
time-series nature of PMU telemetry. Yan et al. (2019) 
demonstrated LSTM-based detection of false data injec-
tion attacks in grid simulations, reporting high detection 
rates with comparatively low false positive rates under 
idealised conditions.

3.3 Evidence on Latency Trade-offs
Although it offers a high-level of detection performance 
under research conditions, some groups of people have 
indicated concerns regarding the application of ML mod-
els using real grids. According to Bernieri et al. (2019), 
the inference latency of neural network-based anomaly 
detectors at embedded ARM processors as indicative of 
RTU hardware showed that even small models demanded 
15 to 45 milliseconds of extra processing time compared 
to rule-based comparators. This non-triviality is not only 
at the IED protection layer, but the overall trip time cost 
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of 80 milliseconds can be regarded, in a budget-limited 
sense, as insignificant to variable-latency decision en-
gines.
ML architectures have vastly different latency impli-
cations. Forest based models like the Isolation Forest 
involve the sequential processing of a series of decision 
trees, where processing time is logarithmic with respect 
to both the number of estimators (i.e. trees) and the depth 
of each tree. In contrast, neural network inference can be 
characterized by extensive use of matrix multiplication 
operations which grow with model width and not depth 
over a single forward pass. This architectural distinc-
tion has practical applications to implementation on re-
source-restricted embedded architectures since it is possi-
ble to optimize matrix operations hardware-specifically to 
accomplish a tree traversal, something that tree traversal 
does not.

3.4 Evidence on False Positive Rates
As always recorded in the literature, ML-based anomaly 
detector systems have lower false negative rates compared 
to rule-based systems when dealing with novel or subtle 
attacks, at the cost of high false positive rates, which are 
especially high when operating under transient operating 
conditions, such as generator start-up, load switching, 
or fault clearance events, which superficially resemble 
attacked signatures (Carcano et al., 2011; Hadeli et al., 
2014).This general machine learning trade-off is the cause 
of this precision recall trade-off but its implications in the 
grid context are disproportionately dire due to the cascade 
risk of spurious trip signals.

3.5 Gap Addressed by This Project
Majority published ML versus rule-based comparisons 
either use entirely synthetic network simulations, make 
use of idealized hardware that is not reflective of deployed 
grid equipment, or use simulated Snort output instead of 
actual IDS logs. The dataset utilized in this project can 
overcome all of the three limitations: it is based on a real 
power system testbed with observed PMU measurements, 
the Snort log columns capture real IDS decisions taken in 
the context of the testbed experiments, and it is analyzed 
under the conditions that have direct comparisons to those 
reported by Bernieri et al. (2019) and Yan et al. (2019). 
This gives a firmer basis in determining the implications 
of the operations of the two approaches.

4. Methodology

4.1 Research Design
The proposed project will use a mixed-methods approach, 
which will involve a primary data analysis and systematic 
review of secondary sources. The main analysis fills a 
identified literature gap: most of the published compari-
son between rule-based and ML-based anomaly detection 
tools and works employ some form of idealized simula-
tion of networks or high-performance server hardware in-
stead of the resource-constrained processors that represent 
real deployed grid equipment. This project offers a more 
grounded operationally based comparison relative to what 
is presented in the body of research as a result of employ-
ing a real testbed dataset with genuine Snort IDS outputs.
The research question is operationalized through two 
measurable outcomes:
include the first variable (mean inference latency in milli-
seconds) that describes the lapsed time in which the input 
is presented and then the detector decides on whether to 
attack a target or not and the second variable (false posi-
tive rate) that is defined as the ratio of the number of Nat-
ural operating windows labelled as Attack. The two results 
are determined on three methods of detection in the same 
condition.

4.2 Dataset
The main one is the Power System Attack Dataset gen-
erated by the authors of the Mississippi State University 
in partnership with the Oak Ridge National Laboratory 
which was initially published in April 2014 and is avail-
able on Kaggle under the signature bachirbarika/pow-
er-system. The data came about as part of a four-relay test-
bed of a realistic electric transmission system that injected 
attacks into a testbed of 37 separate events per file, which 
were categorized into 8 Natural Events, 1 No Event, and 
28 Attack Events. All fifteen CSV files were combined 
into one dataset with the help of a custom Python script, 
resulting in 78,377 rows altogether. Though, the number 
of duplicate rows identified was eight and therefore re-
moved so that only 78,369 clean rows could be used in 
the analysis. The PMU measurement columns contained a 
few rows with infinite or out of range values, which were 
the effects of sensor overflow events occurring when the 
testbed experiments were being conducted, which were 
substituted by forward-fill interpolation before the feature 
scaling.
The natural or attack marker column grounds the ground 
truth and the no event rows are grouped under the natural 
column, so that the Natural binary analysis is presented. 
This classification is methodologically suitable as the No 
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Event rows are time periods of silent normal operation 
that are operationally the same as Natural operating con-
ditions in the perspective of a detector. The data used was 
the result of random sampling of original testbed records 
at one percent so that each row is an independent verni-
er sample of the system state and not a time series. This 
sampling design is considered as a weakness in Section 6.5 
since it does not allow sequence-based time analysis by 
row.

4.3 Detection Methods
There were three methods of detection considered. The 
rule-based baselines took the four Snort log columns as 
the direct output of the result of the detection: a row was 
labeled as Attack when any of the Snort log columns in-
dicated a value of one indicating a true IDS alert in the 
course of the testbed test. This technique considers the 
Snort output to be a genuine rule-based detector as op-
posed to a simulation-based detector, a methodology asset 
of the dataset.
The Isolation Forest was applied with the scikit-learn 
framework IsolationForest class with 100 estimators and 
a contamination parameter of 0.05, which corresponds to 
the approximate percentage of anomalies in a production 
environment. The model was trained only on the Natural 
rows of the training partition, as the typical unsupervised 
anomaly detection protocol where the model is trained on 
how the normal behavior is like without being exposed to 
examples of attacks.
The LSTM Autoencoder consisted of an autoencoder us-
ing two layer of LSTM of 64 and 32 units with a symmet-
ric decoder and this was written in PyTorch. The training 
of the model was conducted 20 epochs on the training 
partition with a mean squared reconstruction error as the 
loss function. The anomaly decision threshold was deter-
mined at the 95th percentile of reconstruction error of the 
training set so that about 5 percent of the normal training 
examples would receive an anomaly flag, match to the 
contamination parameter of the Isolation Forest.

4.4 Train-Test Split
To the Natural rows, an 80/20 train-test split was used. 
The test partition was trained in an unsupervised fashion 
on Normal data alone and all the 55,663 Attack rows were 
inserted. The training partition was therefore a total of 
18,165 Natural rows and test partition was a total of 4,541 
Natural rows and 55,663 Attack rows, totalling a total of 

60,204 test rows.. This design is a manifestation of the 
way things are in real life where an anomaly detector is 
trained on a phase of normal operation and compared to 
previously unknown attack scenarios.

4.5 Latency Measurement
The time.perf_counter() function of Python was used to 
measure inference latency, and an overhead associated 
with the call to the measurement was removed through 
calibration. All detection methods were tested row by row 
in the test partition and a separate timing measurement of 
each row was made. This per-row test procedure shows 
the variation of inference time with inputs, allowing one 
to report not just the mean and median latency but also the 
99th percentile which is the operational definition of com-
pliance of the protection system.

4.6 Statistical Analysis and Ethical Consider-
ations
Mann-Whitney U test was used to determine the statistical 
significance of the differences in the latencies between 
all and three method pairs as they are skewed to the right 
with non-normality distributions. The test threshold was 
determined at a traditional level of alpha =0.05. All of 
the analysis had been done in python with pandas, scikit-
learn, PyTorch and scipy. This study did not involve any 
human beings or live grid infrastructure. All the employed 
data are found publicly on Kaggle.

5. Results and Analysis

5.1 Dataset Summary and Snort Baseline
The resulting merged dataset contained 78,369 rows of the 
15 CSV files that reported 37 event scenarios on a four-re-
lay power system testbed. Based on the binary classifi-
cation of No Event rows and Natural rows, 55,663 attack 
rows (71.0%), and 22,706 natural rows (29.0%), were 
obtained after both to group No Event rows and Natural 
rows. This ratio of classes is based on the nature of the 
experiment in the testbed where 28 of the 37 scenarios are 
attack conditions, and the dataset was sampled at a con-
stant rate of one percent of the set of scenarios. Figure 4 
offers the closest description of detection performance in 
all three approaches and indicates how many attacks were 
detected and the number of ones that were missed among 
55,663 row attacks.
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Figure 4: Attacks detected versus missed across all three detection methods (55,663 total 
attack rows)

Only 13 attack rows were detected by the Snort rule-based 
baseline out of 55,663, with a true positive rate of 0.02% 
and a false positive rate of 0.00%. The failure of the Snort 
implementation is not the occurrence of this result; it is 
the expected and theoretically sound result. Snort is a 
network- layer intrusion detection system, the snort signa-
tures detect the anomalous communication pattern, proto-
col violations, and known attack signatures in the packet 
data. The preponderance of attacks in this dataset are of an 
anomaly in the physical electrical measurements of volt-

age phasings and current magnitudes, impedance values, 
than with the network traffic itself. The anomalies in phys-
ical states are never noticed by Snort and hence cannot be 
detected. Its 100% precision (zero false positives) means 
that it only fires in the instances when it has the evidence 
at the network level, and its very low recall (near zero) 
shows that network-level evidence is practically nonexis-
tent in this situation of an attack.

5.2 Detection Performance Comparison

Table 1: Detection Performance Metrics Across Three Methods

Method TP FP FN TN TPR (%) FPR (%) Precision (%) F1 Score
Snort (Rule-Based) 13 0 55,650 4,541 0.02 0.00 100.00 0.0005
Isolation Forest (ML) 3,511 234 52,152 4,307 6.31 5.15 93.75 0.1182
LSTM Autoencoder (ML) 3,566 244 52,097 4,297 6.41 5.37 93.60 0.1199

The entire detection performance metrics can be seen in 
Table 1 and Figure 1. Both ML algorithms had significant-
ly better true positive rates than the Snort baseline, and 
identified about 320 times as many attacks. Isolation For-
est and LSTM Autoencoder found 3,511 and 3,566 attacks 

respectively (6.31% TPR and 6.41% TPR, respectively). 
The two ML methods are not drastically different in their 
operational sense since both attain the value of an F1 of 
about 0.12.
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Figure 1: Detection performance comparison across three methods (TPR, FPR, Precision, F1 
Score)

The false positive rate narrates otherwise. Snort had zero 
false echoes on 4,541 natural test rows. Flagged by the 
Isolation Forest summed the 234 natural rows to 234 
attacks, a false positive rate of 5.15%. The LSTM Auto-
encoder identified 244 natural rows LSTM Autoencoder, 
a false positive rate of 5.37. In grid protection, a false pos-
itive rate of 5-percent implies that about one out of every 
twenty normal operating windows will cause a spurious 
alert. This may directly be converted into unintentional 
disruptions in the circuit based on the way the detection 

system is integrated with automated trip logic.
The confusion matrices in Figure 3 render the visualizing 
of these errors in a more descriptive way. In the case of 
Snort, the false negative (bottom-left) category takes the 
number one spot: 55,650 attacks go unnoticed. In either 
of the ML approaches, the false negative quadrant is large 
in absolute terms, however true positive quadrant has in-
creased significantly over the Snort, and there is a small 
yet operationally important false positive block.

Figure 3: Confusion matrices for each detection method, showing the distribution of true 
positives, false positives, false negatives, and true negatives

5.3 Latency Results

Table 2: Inference Latency Statistics Across Three Methods (milliseconds)

Method Mean (ms) Median (ms) 99th Pct (ms) Std Dev (ms)
Snort (Rule-Based) 0.002 0.002 0.003 0.002
Isolation Forest (ML) 8.763 7.684 15.868 2.425
LSTM Autoencoder (ML) 0.722 0.645 1.194 0.171
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Results of the latency are displayed in table 2 and figure 
2. Snort obtained an average latency of 0.002 ms, which 
is in line with the near-instantaneous response of a basic 
column look up operation. Isolation Forest was the least 
fast of the three approaches, with an average latency of 
8.763 ms and 99 th -percentile latency of 15.868 ms. This 

is due to the structure of the isolation forest: to classify a 
single row, one has to go through all 100 decision trees 
in a row, each having to make a series of comparisons on 
116 features. The total cost of this traversal is large even 
when using a Python implementation.

Figure 2: Inference latency comparison across three methods, showing mean, median, and 
99th percentile values with a 10ms reference line

The LSTM Autoencoder delivered the unexpected out-
come its average latency of 0.722 ms is much lower than 
the Isolation Forest and is significantly nearer to the Snort 
base than one might have expected. This can be explained 
by the fact that the matrix operations in PyTorch are ef-
ficient to the small model architecture (around 48,000 
parameters) which performs one forward pass through the 
model per row instead of tree-hopping. The standard of 
latency at the 99 th percentile (1.194 ms) shows that the 
value is highly consistent with the standard deviation of 
0.171 ms.
The Mann-Whitney U test supported the statistical sig-
nificance of all three pairwise latency differences. Snort 
versus Isolation Forest: U = 0, p < 0.001. Isolation Forest 
versus LSTM: U = 3,624,521,616, p < 0.001. Snort versus 
LSTM: U = 0, p < 0.001. The considerableness of all pair-
wise differences proves that the experimented hierarchy of 
lateness cannot be explained by the random fluctuation.

5.4 Key Observations
Three key observations emerge from the results taken 
together. First, the Snort rule-based baseline is effectively 
blind to physical-state anomalies in this dataset, confirm-
ing the theoretical prediction that signature-based network 
IDS systems are inappropriate as standalone detectors in 

environments where attacks manifest at the physical-elec-
trical layer. Second, both ML methods increase false 
positive rate substantially relative to Snort, from 0.00% 
to approximately 5.2 to 5.4%, directly confirming the hy-
pothesis that ML-based detection introduces greater false 
positive risk. Third, the latency results do not follow the 
expected hierarchy: the LSTM Autoencoder, despite being 
the most architecturally complex model, is substantially 
faster than the Isolation Forest and well within operation-
ally acceptable bounds for SCADA-layer deployment, 
while the Isolation Forest's 99th-percentile latency of 
15.868 ms approaches the lower limit of IED-layer pro-
tection time budgets.

6. Discussion

6.1 Does ML Increase Latency Risk?
The results of this paper respond to the latency aspect of 
the study question in a more subtle manner. There is in-
deed latency overhead in ML-based detection compared 
to rule-based filtering, however in the architecture select-
ed, the size and value of such overhead is also vital. The 
mean and 99 th percentile of the Latency of the Isolation 
Forest 8.763 ms and 15.868 ms respectively is an over-
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head at the IED level of protection that would result in a 
significant portion of the available time being taken by the 
detection decision which requires up to 16 ms. This result 
is expected based on a comparable study by Bernieri et al. 
(2019), who also published comparable latency overheads 
of ensemble-based approaches on embedded hardware.
The case with LSTM Autoencoder is different. Its latency 
of 1.194 ms at the 99th percentile is sufficiently opera-
tionally acceptable at the SCADA layer alone, and would 
not preclude working in a place with more realistic laten-
cy constraints than at the IED layer. This observation is 
significant since it shows that this latency issue, though 
factual in some Martin Mariet models, is not a universal 
inhibitor of an ML implementation in the grid protection 
system. Architecture can be very important, and tree-
based ensembles might have a poor latency profile com-
pared to compact neural network models applied in this 
application.

6.2 Does ML Increase False Positive Risk?
In the false positive question, the evidence is vivid and 
gives a direct response to the research question in the af-
firmative. Both ML methods have false positive of about 
5.2-5.4 per cent, as opposed to 0.00 per cent in the Snort 
rule-based null hypothesis. This is operationally important 
in the case of grid protection. The rate of false positive 
that would yield a false alert of one out of every twenty 
normal operating windows would be 5 percent. Assuming 
that this warning is linked to automated protective action 
at the breaker level, the result may also involve unintend-
ed outages and worst-case scenario may trigger cascades.
One should however note that the comparison is not so 
straightforward as it might seem. The 0.00 false posi-
tive rate in Snort is obtained with a false negative rate of 
99.98: it detects practically no attacks. Protection systems 
whose false positive is 0 and false negative is 99.98 are 
not safe compared to those with false positive 5 and true 
positive 93.6 and the correct number is a relative of the 
cost of each type of error, which may be context-depen-
dent. When a cleverly organized cyberattack on the state 
estimator is the primary threat, the price of the false neg-
ative is quite high, and a certain increase in the false posi-
tive rate can be operationally justified.

6.3 The Complementary Error Profile Argu-
ment
The best single practical implication of grid security is, 
perhaps, the complementarity in the resultant error pro-
files of the two strategies. Snort is good at identifying 
anomalies in the network-layer with zero false-positives 
but unaware of attacks that target the physical-state. The 

ML models identify the anomalies of physical-state that 
Snort does not detect at all at the expense of the increase 
in the false positives. Both techniques cannot be consid-
ered sufficiently sensitive as a single sensor of the entire 
threat afterimage reflected in this dataset. It is this com-
plementarity that empowers an empirical rationale of a 
hybrid architecture recommendation.
In a hybrid architecture, rule-based filtering would also 
be executed in the fast path at the IED layer, and it would 
give deterministic performance of under-milliseconds 
response to breaking protocols in the network-layer with 
zero false positive risk. The ML-based scheme would be 
run on a slow path in both SCADA and wide-area levels 
where latency budgets are less restrictive and physi-
cal-state-telemetry contextual analysis would be used 
to enhance detection functionality, unattainable by rule-
based systems. ML layer alerts would be viewable by the 
operator or secondary mechanism of confirmation prior 
to automated protective response to reduce the effects of 
the high false positive rate on operations. The type of ar-
chitecture is in line with the defence-in-depth principles 
that are advised in the NIST IR 7628 and the NERC CIP 
cybersecurity framework. This hybrid philosophy is also 
consistent with Pan et al. (2015), who demonstrated that 
combining data-mining-based detection with rule-based 
components yields superior intrusion detection perfor-
mance in power systems compared to either approach de-
ployed alone.

6.4 Connecting to the Literature
The observation that the ML methods detect a significant 
number of more attacks than in Snort with this dataset is 
in line with the theoretical predictions of Mo et al. (2012) 
demonstrating that more advanced attacks may be avoid-
ed at network-layer signature detection and still result 
in physical manifestation. High levels of false positives 
in this case also correlate with Carcano et al. (2011) and 
Hadeli et al. (2014), both of whom found levels of preci-
sion-recall trade-offs when using ML-based ICS anomaly 
detection. The results on latency are again in line with 
the findings in Bernieri et al. (2019) in terms of Isolation 
Forest but not with the LSTM Autoencoder, which can 
be further explained by the fact that the improvements in 
neural networks optimization since 2019 led to better la-
tency pictures of deep learning methods.

6.5 Limitations
There are various drawbacks of this research. The latency 
was tested on a full Python stack that is not representative 
of the embedded hardware within deployed IEDs or RTUs 
using a general purpose CPU. Actual embedded proces-
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sors are characterized by different memory hierarchies, 
sets of instructions and operating system overheads and 
these absolute latency values are indicative rather than 
absolute with specific hardware platform. In terms of rela-
tive performance, Snort fastest, LSTM being intermediate, 
and Isolation Forest being the slowest method are expect-
ed to remain the same on embedded hardware, although 
the actual value probably won’t be the same.
The means of the dataset to be skewed toward attack (71 
per cent) might be exaggerating the apparent false posi-
tive rates compared to what would be seen in a genuine 
operation setting, where attack circumstances are much 
more infrequent. Future research must be able to measure 
performance using more realistic datasets in terms of class 
distributions. Moreover, the unsupervised training pro-
tocol though an appropriate methodology in this study is 
a conservative lower limit of the performance of ML de-
tectors, the use of supervised or semi-supervised training 
methods could in general yield much higher true positive 
values.
Moreover, the random sampling procedure adopted to 
create the dataset (one-percent) implies that rows are 
not a sequence or flow in time but just a snapshot on the 
spot, which constrains the range of application of se-
quence-based time analysis and can impact the learning 
behavior of the LSTM Autoencoder to sequence progres-
sions of an attack that occur across a sequence of consec-
utive time units.

7. Conclusion
This Extended Project Qualification has explored how the 
ML-based anomaly detection raises the prospect of sys-
tem slackness and false-positive stops in computer-con-
trolled smart grid filters alongside a more conventional 
seconds-based filtering through regular enclosures. Sub-
stantiated by a systematic literature review, the evidence 
is based on primary analysis of real PMU and SCADA 
testbed data consisting of 78 369 rows and 15 scenarios of 
attacks, which supports the following 3 conclusions.
To begin with, there is latency overhead inherent with 
ML-based anomaly detection compared to rule-based fil-
tering, which however, highly depends on the architecture. 
The 99th-percentile latency of 15.868 ms of the Isolation 
Forest is close to the lower end of IED-layer protection 
time budgets, and would not be allowed to be used in 
time-critical protection chains without hardware acceler-
ation. The LSTM Autoencoder at the 99th percentile at 
1.194 ms with a latency would be much more operational-
ly tolerable and not affect the deployment at the SCADA 
and the wider area part of the network as far as latency is 
concerned. All the latency differences were significant at p 

<0.001.
Second, ML-based algorithms do raise the risk of false 
positive in contrast to Snort rule-based baseline. Both ML 
techniques had a false positive of around 5.2 to 5.4 in con-
trast to Snort which had a rate of 0.00. Operationally, this 
height is of importance and it has to be countered either 
through Confirmation, or limitation of ML-initiated ac-
tions to advisory alerts, instead of automated breaker trips, 
by operation.
Third, the two approaches have highly complementary er-
ror profiles. Snort is very accurate, yet practically unaware 
of the physical-state attacks, failing to detect 99.98 of the 
attacks in this data. ML algorithms identify significantly 
more anomalies in the physical state at the expense of 
lower accuracy. Both solutions lack the power to be used 
independently as one detector of the complete danger of a 
smart grid in today.
These findings should be verified with supervised or 
semi-supervised ML protocols by future research, which 
would probably generate a much higher detection rate; 
the performance in hardware emulated by deployed grid 
equipment and adversarial resistant training protocols that 
retain detection performance when adaptive attackers are 
aware of the ML model architecture. The incorporation of 
these developments to create a standard-based hybrid de-
tection architecture is one of the most urgent engineering 
problems at the intersection of power systems engineering 
and applied machine learning.
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